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NOTICE OF PRIVACY PRACTICES

This Notice describes how information about you may be used and disclosed and how you can get access to this
information. Please review it carefully.

At Hugh Chatham Health, we are committed to treating and using protected health information about you
responsibly. This Notice of Privacy Practices describes the personal information we collect, and how and when
we use or disclose that information. It also describes your rights as they relate to your health information. This
Notice was first effective on April 1, 2003 and applies to all protected health information as defined by federal
regulations.

UNDERSTANDING YOUR HEALTH RECORD/INFORMATION

Each time you visit Hugh Chatham Health (HCH), a record of your visit is made. Typically, this record contains

your symptoms, examination and test results, diagnoses, treatment, and a plan for future care or treatment. This

information, often referred to as your health or medical record, serves as a:

«  Basis for planning your care and treatment;

«  Means of communication among the many health professionals who contribute to your care;

« Legal document describing the care you received,

«  Means by which you or a third-party payer can verify that services billed were actually provided,

« Atool in educating health professionals;

« A source of information for public health officials charged with improving the health of this state and the
nation,

« A source of data for our operations; and

+  Atool with which we can assess and continually work to improve the care we render and the outcomes we
achieve.

YOUR HEALTH INFORMATION RIGHTS

You have certain rights with respect to the information we maintain about you. Specifically, you have the right to:

« Obtain a paper copy of this Notice upon request;

« Inspect and copy your health record;

*  Request an amendment to your health record;

+  Obtain an accounting of disclosures of your health information according to federal guidelines;

« Request a restriction on certain uses and disclosures of your information. We are not required to agree to a
requested restriction unless the restriction relates to disclosures of your health information to a health plan
when you have paid out of pocket in full for the health care item or service;

«  Revoke your authorization to use or disclose health information except to the extent that action has already
been taken in reliance on the authorization;

«  Optout of fundraising communications between yourself and HCH; and

« To be notified following a breach of your unsecured health information.

You can exercise these rights by contacting the Privacy Officer on the following pages.

OUR RESPONSIBILITIES

Hugh Chatham Health is required to:

«  Maintain the privacy of your health information;

«  Provide you with this notice as to our legal duties and privacy practices with respect to information we collect
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and maintain about you

«  Abide by the terms of this notice;

«  Notify you if we are unable to agree to a requested restriction or amendment; and

«  Accommodate reasonable requests you may have to communicate health information by alternative means or
at alternative locations.

We reserve the right to change our privacy practices and to make the new practices effective for all protected
health information we maintain. Should our information practices change, we will revise this Notice and make
the revised Notice available on HCH’s website and will post the notice in clear and prominent locations within
HCH facilities. You may obtain a copy of this Notice at any time upon your request.

We will not use or disclose your health information without your authorization except as described in this Notice.
We will not disclose your health information that contains psychotherapy notes without your authorization
except as may be specifically permitted by federal guidelines. We will not disclose your health information
without your authorization for marketing purposes, unless the communication is face to face or in the form of a
promotional gift of nominal value. We will not sell your health information without your authorization. If you
have previously provided an authorization and then revoke it, we will cease the use or disclosure of your health
information after we have received the written revocation of the authorization. Other uses and disclosures not
described in this Notice will be made only with your authorization.

DISCLOSURES FOR TREATMENT, PAYMENT AND HEALTH OPERATIONS

«  We may use your health information for treatment purposes without your authorization. For example, we
may share your health information with other health care providers who are treating you.

«  We may use your health information for payment purposes without your authorization. For example, we may
share your health information with your insurance company so that we are paid for health care provided to
you.

«  We may use your health information for health care operations purposes without your authorization. For
example, we may use your health information to train physicians and nurses.

OTHER DISCLOSURES OF YOUR HEALTH INFORMATION

Business associates: There are some services provided to HCH through contracts with third parties we call
business associates. For example, we may use a copy service when making copies of health records. When we ask
these third parties to provide services, we may disclose your health information to them so that they can perform
the job we’ve asked them to do. To protect your health information, however, we require the business associate to
sign contracts requiring them to appropriately safeguard your information.

Directory: Unless you notify us that you object, we will use your name, location in the facility, general condition,
and religious affiliation for directory purposes. This information may be provided to members of the clergy and,
except for religious affiliation, to other people who ask for you by name.

Notification: We may use or disclose health information to notify or assist in notifying a family member, personal
representative, or another person responsible for your care, your location and general condition.

Threat to health or safety: We may disclose health information, subject to federal guidelines, to prevent or lessen
a serious and imminent threat to the health or safety of a person or the public.

Disaster relief: Unless you notify us that you object, we may use or disclose health information to disaster relief
organizations for disaster relief purposes.
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Communication with family: Unless you notify us that you object, health professionals, using their best
judgment, may disclose to a family member, relative, close personal friend or any other person you identify,
health information relevant to that person’s involvement in your care or payment for your care.

Research: We may disclose information to researchers when their research has been approved by an institutional
review board that has reviewed the research proposal and established protocols to ensure the privacy of your
health information.

Decedents: We may disclose health information to coroners, medical examiners, and funeral directors to help
them carry out their duties with respect to decedents.

Organ procurement organizations: Consistent with applicable law, we may disclose health information to organ
procurement organizations or other entities engaged in the procurement, banking, or transplantation of organs
for the purpose of tissue donation and transplant.

Reminders: We may contact you to provide appointment reminders or information about treatment alternatives
or other health-related benefits and services that may be of interest to you.

Fundraising: We may contact you as a part of a fundraising effort, but you do have the right to opt out of receiving
fundraising communications by contacting our Privacy Officer at the number on the following page.

Workers compensation: We may disclose health information to the extent authorized by and to the extent
necessary to comply with laws relating to workers compensation or other similar programs established by law.

Public health: As authorized by law, we may disclose your health information to public health or legal authorities
charged with maintaining vital statistics (like births and deaths) or preventing or controlling disease, injury, or
disability.

Government functions: We may use and disclose health information for certain government functions, including
military activities and national security. Should you be an inmate of a correctional institution, we may disclose to
the institution or agents thereof health information necessary for your health and the health and safety of other
individuals.

Judicial and administrative proceedings: Subject to limitations, we may disclose health information about you in
the course of judicial and administrative proceedings or in response to a court order.

Required by law: We may use and disclose health information about you as required by federal, state, or local law.

Health oversight activities: We may disclose health information to health oversight agencies for oversight
activities authorized by law, including audits and investigations of HCH.

Abuse, Neglect or Domestic Violence: We may disclose health information to a government authority when the
disclosure relates to victims of domestic violence, abuse, or neglect, or the neglect or abuse of a child or an adult

who is physically or mentally incapacitated.

Law enforcement: We may disclose health information for law enforcement purposes as required by law or in
response to a valid subpoena or court order.
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FOR MORE INFORMATION OR TO REPORT A PROBLEM

If you have questions, would like additional information, or would like to exercise your rights described above,
you may contact the Privacy Officer at 336-527-7307.

If you believe your privacy rights have been violated, you can file a complaint with the Hospital’s Privacy Officer
or with the Office for Civil Rights, U.S. Department of Health and Human Services. There will be no retaliation for
filing a complaint with either the Privacy Officer or the Office for Civil Rights. The address for the OCR is listed
below:

Office for Civil Rights Phone: 800-368-1019

U.S. Department of Health and Human Services Fax: 404-562-7881

Sam Nunn Atlanta Federal Center, Suite 16T70 TDD: 800-537-7697

61 Forsyth Street, S.W. Email: OCRComplaint@hhs.gov
Atlanta, GA 30303-8909 Last updated on Aug 1, 2013.

Through a law passed in 2015, the North Carolina Health Information Exchange Authority (NC HIEA) was created
to oversee and administer the NC Health Information Exchange Network (NCGS 90-414.7). The NC HIEA is housed
within the NC Department of Information Technology’s (DIT) Government Data Analytics Center (GDAC). The NC
HIEA operates North Carolina’s statewide health information exchange-NC HealthConnex. NC HealthConnex is a
tool that links disparate systems and existing HIE networks together to deliver a holistic view of the patient
record through a secure, standardized electronic system so that providers can share important patient health
information. The use of this system promotes the access, exchange and analysis of health information.

THE LAW ALSO REQUIRES:

Hospitals as defined by G.S. 131E-176(13), physicians licensed to practice under Article 1 of Chapter 90 of the

General Statutes, physician assistants as defined in 21 NCAC 32S .0201, and nurse practitioners as defined in 21

NCAC 36 .0801 who provide Medicaid services and who have an electronic health record system shall connect by

June 1, 2018.

«  All other providers of Medicaid and state-funded services shall connect by June 1, 2019.

«  Prepaid Health Plans (PHPs), as defined in S.L. 2015-245, will be required to connect to the HIE per their
contracts with the NC Division of Health Benefits (DHB). Clarifies that PHPs are required to submit encounter
and claims data by the commencement of the contract with NC DHB.

« Clarifies that Local Management Entities/Managed Care Organizations (LMEs/MCOs) are required to submit
encounter and claims data by June 1, 2020.

WHAT DOES CONNECTED MEAN?

To meet the state’s mandate, a Medicaid provider is “connected” when its clinical and demographic information
pertaining to services paid for by Medicaid and other State-funded health care funds are being sent to NC
HealthConnex, at least twice daily either through a direct connection or via a hub (i.e., a larger system with
which it participates, another regional HIE with which it participates or an EHR vendor). Participation
agreements signed with the designated entity would need to list all affiliate connections.

- gﬁaﬂam

180 Parkwood Drive, Elkin, NC | 336-527-7000 | www.hughchatham.org



